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Safety-critical System

* |n the last decade, the popularity of safety-critical systems has reached an
unexpected height due to developments of Cyber-Physical Systems (CPS)
- Autonomous systems (Automotive)
- Industrial 4.0
- Internet of Things (10T)
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Mixed-Criticality System (MCS)

* |n safety-criticality systems, integrating components with different levels of
criticality onto a shared hardware platform has become increasingly
important, i.e., Mixed-Criticality System (MCS)

- Criticality: (1S5026262-1:2018) one of four levels to specify the item’s or element’s necessary requirements of I1SO 26262
and safety measures to apply for avoiding an unreasonable risk, with D representing the most stringent and A the least

Control

stringent level.
Cluster and Blind Spot
Battery Heads-Up Disptay Detection HVAC Control Panel
Management \ }’ and Blower
A \ -~ Front View
Front Radar for \ \ ) Camera System
Adaptive Cruise - ~ =

Engine
Cooling Fan

Qil/Fuel/Water

Motor Control

Emergency
Brake System

Engine Hybrid "
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Infotainment
Seat

Control Tire Pressure Secure Gateway
Monitoring System
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Mixed-Criticality System in Automotive

* With the diverse functionalities required by modern safety-critical systems
and the rapid evolution of executed platforms.

7 Drive Train—Safety & Chassis

Suspension/Dumping — ASIL €
FS65 with other MCU

6 Drive Train—Safety &
Chassis
Electric Power Steering with Fail
Safe & Fail Operational strage-
gies - FS65 or FS45 with
MPC5744P — ASIL|

5 Drive Train—Safety & Chassis

Engine Management Unit — ASIL B
FS651x with MPC5777C

4 Drive Train—Electrification
Hybrid Vehicle Controller - ASILIB] FS66 with $3252

3 Drive Train—Electrification
Inverter, DC-DC converter - ASIL [l FS650x or FS45
Vepco high-voltage inverter RD - ASIL.
MPC5775 with FS651x & GD3100

e

"

8) Drive Train—Safety & Chassis (1) ADAS-Gateway
Transmission, Transfer Case — ASIL [J§] Bluebox development platform- ASILIS]
FS650x with other MCU S32V234, S32R27, LS2084A + FS65

" :

e

2 Drive Train—Electrification

Electric Motor (Alterno Starter,
eAxel drive...) — ASIL (€ FS45

(2) ADAS—Vision

Data Fusion — ASIL [l
(Autonomous Drive) FS652x attach with
MPC5777C or other MCU

(3) ADAS—Radar

SRR, MRR, LRR - ASIL.
FS652x with S32R2

(4) ADAS—Camera Sensor
-S32V + FS85 + PF82 - ASIL [B

(5) ADAS—ACC
Adaptive Cruise
Control — ASIL | C
FS652x with
MPC5744P

1 Drive Train—Electrification
Battery Management (12 V, 48 V, HV) FS650x
with MPC5744P & MC33771 — ASIL C
NewTec RD: S32K with FS45 — ASIL'C
MPC577x with FS650x — ASILIB
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Real-time Requirements in MCS

* In MCS, meeting real-time constraints is always a key.

* To meet the requirement, acquiring the Worst-Case Execution Time (WCET)

of each task is the first step.
- However, it is unlikely to achieve the WCET of a tasks via measurement.

él worst-case performance >
= worst-case guarantee
=)
5 The actual WCET
= Minimal must be found or Maximal
__5 I_.ov_ver observed upper bounded observed L_Jpper
©| timing BCET i ti WCET timing
@| bound execution execution bound
o time time

Ll "I | 1[I TASRER I N

—
0 measured execution times —— time

possible execution times
timing predictability
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Estlmatlon of WCET in MCS

Worst-case Performance

Maximum
Observed WCET
Execution Time

Distribution of times

I 011 [1FRWSRIENES, dih,, m

0« Low Confidence > Time

* In MCS, WECT is normally estimated with different level of confidence*
* Low confidence: optimistic, saving system resource, but risky.
. , pessimistic, safe, but wasting system resource.

* How to allocate the shared resources effectively and keep the system safe
if the key question in MCS (Academia).

*More levels of confidence can be considered.
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MCS Models: SMC-no

* In the earliest MCS model (i.e., SMC-no [1]), all the tasks used the high

confident estimation of WCET.

- The system is safe
- Utilization of the resources is low

High Confidence
| = Low | = High

Application Application

Operating System

Drivers

Software

Hardware

Safety-Critical MCU/SoC
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MCS Model: AMC

e Adaptive resource management (i.e. AMC [2]) is an effective approach to

address the issue, introducing different system mode:
- System first executes at the low-criticality mode (low confident WCET is used)

- System goes to the high-criticality mode (high confident WCET is used), while
meeting a predefined condition (e.g., over-run of a task)

- In the high-criticality mode, low-criticality tasks are terminated.

Low Confidence: Low-criticality Mode High Confidence: High-criticality Mode
| = Low | = High | = High

Application Application Application

Operating System

Operating System
Drivers Drivers

Hardware Hardware

Safety-Critical MCU/SoC Safety-Critical MCU/SoC
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MCS Model: AMC

* Adaptive resource management (i.e. AMC [2]) is an effective approach to

address the issue, introducing different system mode:
- System first executes at the low-criticality mode (low confident WCET is used)

- System goes to the high-criticality mode (high confident WCET is used), while
meeting a predefined condition (e.g., over-run of a task)

- In the high-criticality mode, low-criticality tasks are terminated.

Low Confidence: Low-criticality Mode High Confidence: High-criticality Mode

| = Low | = High | = High

Application Application Application

Operating System

Operating System

System Monitor System Monitor

Software_

Hardware Hardware

Safety-Critical MCU/SoC Safety-Critical MCU/SoC
12 Confidential Restricted to Arm Board and Executives © 2020 Arm a r m




Outline

Mixed-Criticality System
The State-of-the-Art in Academia

Mismatches between Academia and Industry
Z-MCS
Conclusion

Confidential Restricted to Arm Boar d and Executives © 2020 Ar m

arm



Mismatch 1: Graceful Degradation v.s. Mode Switch

* Mode Switch is the key strategy in MCS.

* Inindustry, different standards have different definitions on criticality level.

However, the fundamental idea is same.
- 1SO26262 as an example

Severity  Exposure Controllability

Cl c2 (C3
El QM QM QM
. E2 OM OM QM

E3 QM OM A

E4 QM A (BD)+—ree
El QM OM QM

E2 QM OM A

52 E3 QM A B
E4 A B C

El QM QM CA D+—
$3 E2 QM A B
) E3 A B C
E4 B C D
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Mismatch 2: Dependency

* If a high-criticality tasks is dependent on a low-criticality task, killing low-
criticality tasks will cause the corruption of the high-criticality task.

* And further corrupt the whole system.

ASILB
=>ElementE.1

ASILD
=>Element E
ASIL C
=>ElementE.2

15 Confidential Restricted to Arm Board and Executives © 2020 Arm a r m




Mismatch 3: Partitioning and Isolation

* |solation between different criticality tasks is regulated by all the safety-

related standards. This is always the essential requirements.

- 1ISO26262: If freedom from interference between elements implementing safety
requirements cannot be argued in the preliminary architecture then the architectural
elements shall be developed in accordance with the highest ASIL for those safety
requirements

* |solation includes: Timing isolation, space isolation, and fault isolation.
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Solving Mismatches 1 & 2: Run-time Safety Analysis

Task Set in System Failure Mode Effect
Mode k Analysis

Important Task Set

Dependency Task Set in System
Analysis Mode k+1

Dependent Tasks by
Important Task Set
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Solving Mismatch 3: Three System Architectures

e Software virtualized System

Guest VM (I=A Guest VM (I = B]

Guest VM (| = max]

User Application User Application User Application

User Mode
________ ‘Kernel Mode

User Mode
________ KernelMode ~ = "~ — — = T

User Mode
"~ Kernel Mode

0S Kernel 0S Kernel 0OS Kernel

Safety-Critical MCU/SoC (I = max)

* ARM TrustZone System

Normal World (1= A) Secure World {1=B)

NW
Timer TrustZone Enabled Microcontroller/SoC

Timer

* Hardware virtualized System

Guest VM (I = A

0S Kernel

User Application

User Mode

________ Kernel Mode

Virtualisation Driver

Guest VM (I = B!

User Application

User Mode
________ KernelMode ~ = "~

0S Kernel

Virtualisation Driver

System Monitor (I = max)

Safety-Critical MCU/SoC (I = max)

——————— Kernel Mode

Guest VM (| = max]

User Application

0S Kernel

Virtualisation Driver
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Conclusion

 MCS is a key direction in safety-critical systemes, it is well
studied in academia, but still has gaps in industry.

* |n this paper, we proposed run-time safety analysis and
three system architectures to solve the gaps.

* The main intention of this paper is to encourage tighter
connections between academia and industry.
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